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Introduction
Implementing the National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF) is
hard. Maturing your NIST-CSF program and progressing through the diﬀerent tiers is even harder. It’s not
uncommon to feel “stuck” or be disappointed at the lack of forward momentum. We get it. We’ve been
there.
Our team at Intraprise Health has worked with many organizations, just like yours, to implement NIST and
achieve higher levels of maturity. We have first-hand experience helping to build and sustain NIST-related
programs. As experienced healthcare cybersecurity practitioners, we know what works and what doesn’t.
Now we want to share this knowledge with you in this eBook.

Just for you
If you are looking to take your NIST
Framework implementation to the next
level or if you are feeling that your NIST
program is currently in “neutral”, this
eBook is for you.
Inside you will find:
Tips on how to accurately assess your
current NIST status – a key
prerequisite to moving forward
Guidance on how to set the right goals
for your organization
Advice on how to focus on the right
goals and maintain that focus
Strategies on how to connect with
others who have been through a NIST
journey
Steps you can take to get ready for a
renewed NIST push
Practical advice on how to gain/regain
buy-in and excitement for NIST at
your organization

How to use this eBook
This eBook is meant to be a reference. We want
you to take, customize and use one or more of the
ideas presented inside. We have no problem with
you copying the words, stats, or graphics to use in
your internal materials. We just ask that you cite
the original source.
If after reading this eBook, you have questions,
comments, or would like to find out more, we
would be happy to connect with you. Just email
us at nistebook@intraprisehealth.com

Who should use this eBook
This eBook is designed to be a useful reference for
the following audiences in healthcare provider
organizations, payers, or health IT companies:

Chief Compliance
Oﬀicers

Vice Presidents,
Directors, and
Managers who are
leading a NIST
program

COOs and
Operational
leaders

Cybersecurity
advocates and
practitioners

CISOs
CIOs
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A Brief Introduction to NIST
What is NIST?

The National Institute of Standards and Technology (NIST) published a voluntary set of guidelines for
organizations to manage and reduce cybersecurity risks. Called the Cybersecurity Framework (CSF), it
covers five key areas: Identify, Protect, Detect, Respond, and Recover.
Here is an example of the NIST-CSF in the PROTECT function:

Category: Identity Management,
Authentication and Access Control (PR.AC)
Access to physical and logical assets and
associated facilities is limited to authorized users,
processes, and devices, and is managed
consistent with the assessed risk of unauthorized
access to authorized activities and transactions.

Subcategory: PR.AC-1
Identities and credentials are issued,
managed, verified, revoked, and audited for
authorized devices, users and processes.

Subcategory: PR.AC-2
Physical access to assets is managed and
protected.

Subcategory: PR.AC-3
Remote access is managed.
Adopting the NIST-CSF provides organizations
with a “common language” to measure security
risks and a clear way to communicate compliance
to internal and external stakeholders. The
NIST-CSF can be used by organizations of all sizes
and levels of maturity, and it is a great place to
start if you are looking to improve your
cybersecurity.
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Why is NIST-CSF relevant
in healthcare?
Healthcare has become a prime target for cyber
criminals. A recent study by research firm
Comparitech found that ransomware attacks on
US healthcare organizations cost $20.8bn in 2020
– a 60% increase from 2019.
To better protect themselves, healthcare
organizations need to update their technology
infrastructure AND formalize their approach to
overall security. Just implementing security
technologies alone is not enough to address the
risks. It is vital that organizations adopt a
disciplined-yet-flexible approach to identifying
the most critical risks and mitigate them on an
ongoing basis.
That is where the NIST-CSF can help.
With the NIST-CSF, healthcare organizations chart
a path to a more secure state, by identifying
process and technology gaps.

Organizations in the
healthcare sector that
implement a Cybersecurity
Framework find they are
better prepared to address
and manage cybersecurity
risks. By implementing a
Framework, they will have the
advantage of a system of
standards, guidelines, and
best practices on how to
manage potential risks with
ease and eﬀiciency, plus the
added benefit of lowering the
potential liability for all HIPAA
covered entities and business
associates. Because the NIST
Framework is flexible, it
allows organizations of all
sizes to establish and mature
their cybersecurity program.
– George Pappas,
CEO Intraprise Health
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Isn’t complying with
HIPAA enough?
The
Health
Insurance
Portability
and
Accountability Act, also known as HIPAA, was
created to promote the portability and
accountability of health insurance coverage.
Every organization in the United States that
handles protected health information (PHI) is
required to comply with HIPAA regulations.
In 2005, the HIPAA Security Rule was introduced.
This rule directly addresses electronically stored
PHI (ePHI) through three security safeguards:
physical, administrative, and technical.
Physical safeguards – Physical measures,
policies, and procedures to protect a covered
entity’s electronic information systems and
related buildings and equipment from natural
and environmental hazards, and unauthorized
intrusion.
Administrative safeguards – Policies and
procedures designed to manage the selection,
development,
implementation,
and
maintenance of security measures.
Technical safeguards – Policies and
procedures for technology and its use that
protect ePHI and control access to it.

a more robust security framework in which to
operate. The challenge with implementing
information security is that it is complex. It is
diﬀicult to know where to start. The NIST-CSF is
an eﬀective guide on the journey to becoming
more secure.

HIPAA + 405(d) + NIST?
As mentioned before, complying with the HIPAA
Security and Privacy Rules are the first, most
basic steps organizations can take to ensure the
confidentiality and integrity of their electronic
protected health information or ePHI. However,
there is a common misunderstanding that
complying with the HIPAA Security Rule is
enough to ensure that a healthcare organization
is suﬀiciently protected. As cyber-attacks
increase in sophistication and frequency, your
organization’s cybersecurity program should
also adjust.
This misunderstanding may be contributing to
confusion about your NIST-CSF program. It may
be why peers and leaders see NIST as a
nice-to-have rather than a must-do. Helping your
peers and organizational leaders understand the
diﬀerence between HIPAA and NIST-CSF may
help move your cybersecurity program forward.

Although the HIPAA Security Rule defines the
objectives and baseline for ePHI security, it does
not provide guidance on how to achieve it. It is
up to healthcare organizations to determine how
to comply. However, simply complying with
HIPAA is only the first step. Organizations must
look beyond “checking the security box” for a
HIPAA compliance audit. To combat the growing
sophistication of attacks and increasing number
of inadvertent PHI breaches, organizations need
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How does 405(d) fit in?
405(d) is a Department of Health and Human
Services (HHS) initiative that identifies top
cybersecurity threats to healthcare and
establishes best practices to help healthcare
organizations strengthen their security posture
to an adaptive cyber-threat landscape. 405(d)
can be implemented and aligned with your
cybersecurity program to improve your
organizational resilience beyond HIPAA.
Essentially, 405(d) is a bridge between your
HIPAA compliance and NIST implementation.
For smaller and mid-size organizations who
either haven’t adopted a cybersecurity
framework such as the NIST-CSF or are early in
the process, maintaining HIPAA compliance and
adopting 405(d) will increase their compliance
and risk management capabilities leading to an
elevated security posture, greater chance of
obtaining cyber liability insurance at more
reasonable rates and reducing the possibility of a
costly breach.

HIPAA and NIST-CSF
crosswalk
Showing how NIST supports and reinforces
HIPAA and 405(d) is key to ensuring continued
support for your program. To help healthcare
organizations, the Oﬀice for Civil Rights (OCR),
teamed up with the National Institute of
Standards and Technology (NIST) and the Oﬀice
of the National Coordinator for Health IT (ONC)
to create a NIST-CSF + HIPAA Crosswalk. This
helpful document shows how each NIST-CSF
subcategory contributes to or impacts specific
HIPAA Security Rule requirements.
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NIST-CSF and HIPAA crosswalk example
Here is an example.

NIST Category

NIST Subcategory

Relevant Control Mappings

Data Security (PR.DS):
Information and records
(data) are managed
consistent with the
organization’s risk strategy to
protect the confidentiality,
integrity, and availability of
information.

PR.DS-1: Data-at-rest is
protected

HIPAA Security Rule 45 C.F.R.
§§ 164.308(a)(1)(ii)(D),
164.308(b)(1), 164.310(d),
164.312(a)(1),
164.312(a)(2)(iii),
164.312(a)(2)(iv), 164.312(b),
164.312(c), 164.314(b)(2)(i),
164.312(d)

Anomalies and Events
(DE.AE): Anomalous activity
is detected in a timely
manner and the potential
impact of events is
understood.

DE.AE-3: Event data are
aggregated and correlated
from multiple sources and
sensors

HIPAA Security Rule 45 C.F.R.
§§ 164.308(a)(1)(ii)(D),
164.308(a)(5)(ii)(B),
164.308(a)(5)(ii)(C),
164.308(a)(6)(ii),
164.308(a)(8),
164.310(d)(2)(iii), 164.312(b),
164.314(a)(2)(i)(C),
164.314(a)(2)(iii)

By doing a reverse lookup, it is possible to use the crosswalk document to build a reverse map from HIPAA
to NIST-CSF. For example:

HIPAA Security Rule 45

NIST Subcategories

164.308(a)(1)(ii)(D):
Information system activity review.
Implement procedures to regularly review
records of information system activity, such
as audit logs, access reports, and security
incident tracking reports.

ID.RA-3, ID.RA-5, PR.DS-1, PR.DS-5, PR.DS-6,
PR.MA-2, PR.PT-1, PR.PT-4, DE.AE-1,
DE.AE-3, DE.CM-1, DE.CM-3, DE.CM-4,
DE.CM-5, DE.CM-7, RS.AN-1, ID.RA-3,
ID.RA-5,
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Getting Unstuck
Achieving higher tiers and greater maturity with
the NIST-CSF is not a matter of working smarter
or harder. Instead, it is all about recognizing that
you cannot do it alone. The NIST-CSF requires a
team eﬀort and as such, you need to be
cognizant of what takes away momentum from
your NIST program and what adds to it.
It is easy to get stuck and feel like you are not
making forward progress.
Here are 4 strategies to help move your NIST
initiative forward and achieve your desired
maturity tier:

Know where you are

Strategy 1

Know where
you are
Before you can move forward to attain a higher
tier of NIST maturity, you must first identify where
you currently are. Armed with that
understanding, you will be able to quickly identify
gaps where work needs to be done.
The first step is to review the NIST-CSF Core. NIST
describes the Core as: a set of desired
cybersecurity activities and outcomes organized
into Categories and aligned to Informative
References.

Set the right goals

The Core consists
of three parts:

Gear Up

1. Functions
2. Categories
3. Subcategories

Generate excitement
and urgency

The Core includes
five high level
functions:
1. Identify
2. Protect
3. Detect
4. Respond
5. Recover
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NIST-CSF Business Environment Categories and Subcategories
Here is an example of the Business Environment Category and its five Subcategories:

Source: https://www.nist.gov/cyberframework/online-learning/components-framework

To get a good sense of where you are, look at each Subcategory and honestly assess if your organization
meets the criteria. For each Subcategory ask yourself the following questions:
Does the text of the Subcategory describe what happens at my organization?
Is there documentation that can show how my organization meets the criteria?
What is the process around this subcategory?
Who is involved in those processes?
What information systems support the work to meet the criteria?
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For example for ID.BE-3 (see
page 7): Priorities for
organizational mission,
objective, and activities are
established and
communicated.
Does your organization clearly state its
priorities relative to the mission and
objectives for the year?

Documenting Your
Findings
It is recommended that you keep track of your
assessment electronically. A spreadsheet will
suﬀice. A purpose-built application for the
NIST-CSF framework is even better.
Having everything in one place will make it easier
to identify gaps which is key to knowing where to
direct your time and energy. When you can’t see
the gaps clearly, it can feel like you are not making
meaningful progress. With the gaps documented,
you can move forward and build momentum.

Does your organization define the
activities that are to be undertaken to
achieve those missions/objectives?

Strategy 2

Set the Right
Goals

What is used to document the mission,
objectives, and activities? How are those
documents distributed and to whom?
What is the process for establishing the
yearly objectives? To ensure alignment
of those objectives to the mission? To
create the activities that need to be
worked on that will achieve the
objectives?

Along with knowing where you are, another
important strategy to taking your NIST
implementation to the next level is setting the
right goals. To build momentum for your NIST
program, you need goals that are:
Clear
Realistic

Who is involved in setting, prioritizing,
communicating, and assigning tasks
related to the mission/objectives?
What information systems are used to
support the documenting and setting of
mission, objectives, priorities, and
activities?

Address the risks you are seeking to mitigate
Align NIST goals with organizational goals

Clear NIST Goals
NIST goals need to be clear and understandable
to everyone in the organization, not just to the
staﬀ directly involved with the NIST
implementation. Too often, the goals are not clear
which leads to confusion and a lack of progress.
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Not stating your desired NIST tier is a common
oversight.
The NIST-CSF has four tiers of implementation:
Tier 1 – Partial
Tier 2 – Risk Informed
Tier 3 – Repeatable
Tier 4 – Adaptive
Be clear on the tier and maturity level you want to
achieve.
More importantly, make it clear in the goal what
the results or benefit will be when you achieve it.
Staﬀ who are not as familiar with NIST will not
know what being at Tier 1 means for the
organization. Make it easy on them (and you) by
painting a clear picture of what your organization
will be able to do when that goal is achieved.

Realistic NIST Goals
It is tricky to set NIST implementation goals that
match an organization’s resources and
capabilities. It is easy to get excited about NIST
goals and set goals that are overly ambitious
given the organization’s current situation.
However, nothing saps internal support as
quickly as goals that are well beyond the reach of
the team’s ability to achieve them.
You can set realistic goals by taking careful
consideration of the:
Amount of time and number of staﬀ available
to work on NIST related tasks
Available budget for NIST activities
Current technology infrastructure and what
has been budgeted for in the next 12 months
Skill set of the people assigned to the NIST
implementation

According to NIST:
Tiers do not necessarily represent
maturity levels. Organizations
should determine the desired
Tier, ensuring that the selected
level meets organizational goals,
reduces cybersecurity risk to
levels acceptable to the
organization, and is feasible to
implement, fiscally and
otherwise.

By setting goals that are achievable with a
reasonable amount of eﬀort, you will score quick
wins which help to build sustained momentum
for your NIST implementation. It will also help
you continue to gain internal support for NIST.

Addressing Risks
It is vital to set goals that will address the risks the
organization wishes to mitigate.
To do that, you must first spend time
understanding where the gaps are (see Strategy 1)
and then prioritize the gaps that pose the greatest
risk. Once you have that prioritized list, you can
set your goals to match.
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Aligning Goals
A final important step in setting good goals for your NIST implementation is aligning them with the
organization’s overall goals. You will gain more internal support when it is clear how NIST contributes to
achieving the organization’s objectives.
Consider the following examples:

Organizational Goal
Increase telehealth
usage by 20%

How NIST Contributes
1 Ensuring the connection with the
patient is secure and private
2 Protecting the integrity of the data
being sent from RPM devices in the
patient’s home

Reduce Staﬀ Burnout

1 Ensuring internal systems are
available when needed (uptime)
2 Minimizing the recovery time
should an incident occur

Be the preferred
provider for the
Community

1 Protecting against breaches
(protect reputation)
2 Makes HIPAA compliance easier
3 Peace of mind for patients who
want to send data to our
organization

Subcategories*
ID.AM-4. ID.AM-6,
ID.GV-3, ID.RA-1, PR.AC-3,
PR.AC-4, PR.DS-2,
PR.DS-4, PR.DS-5,
DE.CM-7, RS.MI-3,
RC.CO-2
ID.AM-3, PR.AC-5,
PR.IP-4, PR.IP-9,
PR.IP-10, PR.DS-4,
PR.MA-1, DE.CM-1,
RS.RP-1, RS.CO-1,
RS.MI-2, RC.CO-3
ID.AM-6, ID.BE-4, ID.GV-1,
ID.GV-3, ID.RA-2, IR.RA-5,
PR.AC-2, PR.AC-5,
PR.DS-1, PR.DS-2,
PR.DS-5

*Not comprehensive. This is just a sampling of subcategories (a subset) that may apply to this example goal.
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Tools for NIST

Strategy 3

Gear Up
A great way to take your take your NIST
implementation to the next tier is to ‘gear up’ and
get all the tools and resources in place before you
begin to push forward. This means:
Gathering as much of the documentation you
will need ahead of time
Have a tool ready to document your NIST
assessments (gaps)
Have a place ready to store all NIST related
materials
Develop a
milestones

project

plan

with

realistic

Identify the people who will be involved with
the NIST implementation and secure
commitment for their time and eﬀort

Gathering Documentation
The NIST-CSF requires a lot of documentation.
Luckily for healthcare organizations, a great
starting point is the documentation that has
already been gathered for HIPAA compliance. All
HIPAA related documents must be stored in a
central repository. That is a great place to start if
you are stuck on a particular NIST subcategory.

As mentioned in a prior section, having a tool to
help you document your own NIST assessment
and gaps is vital. Although it is possible to use a
spreadsheet,
it
is
not
recommended.
Spreadsheets can quickly become unwieldy and
unreliable when multiple uses need to use it to
track and update NIST activities.
Spreadsheets are especially problematic for
communicating NIST-CSF gaps. You have to copy
the Subcategories into a more usable application
like Word or PowerPoint in order to present your
findings to peers. A tool that is specially built for
NIST risk assessments can make this much easier.
A NIST assessment application, like what
Intraprise Health oﬀers, will guide you through a
NIST assessment using plain-language questions.
Set your NIST maturity goal and input your
answers and the application will automatically
generate a risk assessment and gap analysis for
you. You can then use the application to track
your progress year over year in mitigating those
gaps.

Getting as much documentation gathered before
starting with interviews, meetings and audits will
help you be more eﬀicient with your time. It also
ensures you will not be re-doing work that has
already been done.
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Think of doing your income taxes. You could use a spreadsheet to do it, but it would probably take you a
long time. Tax software makes it much easier. Instead of filling out individual cells in a spreadsheet, tax
software guides you through your tax return by asking you simple questions. Type in your answers and at
the end a completed tax return is ready for you.
That’s how a dedicated NIST assessment application works.
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Strategy 4

Generate
Excitement &
Urgency
Peer and leadership support is needed for any
NIST program – no matter if you are just starting
out or if you are trying to take your program to the
next tier. Without that support your NIST program
is at risk of being deprioritized.
Thankfully there are simple strategies you can use
to gain and maintain support for NIST in your
organization:
Include NIST updates in your management
meetings
Celebrate NIST milestones
Reward NIST-positive behaviors
Sprinkle a little marketing magic on your NIST
program

Include NIST updates in
management meetings
One of the easiest ways to maintain NIST support
is by including NIST updates in every
management briefing and staﬀ meeting.
Highlight your NIST activities and any significant
achievements. Be sure to note the positive
benefits that your organization will see as a result
of those achievements.
A powerful way to demonstrate the ongoing value
of your program is to highlight what was
prevented. Show the number of intrusions that
were thwarted, the quantity of new devices that
were secured, etc. People love numbers and they
will walk away from your presentation with a
newfound appreciation of the impact your NIST
program is having.
The NIST update doesn’t have to long, a couple of
lines on a PowerPoint slide is enough to ensure
your program doesn’t fall oﬀ the radar.

Celebrate NIST milestones
Celebrating the achievement of NIST milestones
is a fantastic way to motivate the team directly
involved in your program AND highlight to others
how important NIST continues to be. The
celebration doesn’t have to be fancy: donuts at
the next meeting, a box of chocolates that can be
shared, or a badge that can be placed on
everyone’s desk.
For significant milestones, like moving up a tier or
increasing maturity level, you may want to
consider asking your CEO or COO to send an email
acknowledging the accomplishment to the entire
organization.
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Reward NIST-positive
behaviors
Consider rewarding NIST-positive behaviors with
small tokens of appreciation. People love
unexpected rewards and it will create
word-of-mouth buzz internally for your program.
Here are some behaviors that you could consider
rewarding:
Proactively updating a document in the NIST
library
Notifying the NIST team of a change to the
device inventory
Logging an incident
Factoring in the NIST-CSF into operational and
purchasing decisions
Including the relevant NIST-CSF in the design
of new applications
Some organizations have gone as far as
implementing a bonus structure based on NIST
scoring. Talk about a motivator that will keep
NIST front-and-center!

Sprinkle marketing
magic on your NIST
program
Another way to keep your NIST program
top-of-mind is sprinkling a little marketing magic.
Here are some ideas:
Create a catchy tagline for your program, like
“The Drive for 2.5” (aka tier 2.5)
Design buttons for staﬀ that identify them as
NIST-champions
Print matching t-shirts for your NIST team
Write an internal blog that gives an insider
perspective on your NIST program
Use digital signage to highlight progress rather
than a blast email (and maybe add some fun
graphics too)
Create fun posters to hang in common areas
like a “Do This, Not That” tips for cybersecurity
or “Things you Don’t want to NIST” for
important NIST-related announcements

Don’t underestimate the power
of being present. Too often NIST
initiatives fade into the
background. By keeping it
front-and-center you will
maintain the momentum you
have worked so hard to create!
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NIST + Ransomware
We would be remiss if we did not spend a little
time addressing one of the most critical
challenges facing healthcare today: ransomware.
Healthcare organization have become a favorite
target of bad actors who wish to extort money or
who want to cause chaos. It literally is a
life-and-death situation when clinicians and care
teams cannot access their systems to do their
work.

Fortunately, organizations can follow
recommended steps to prepare for and reduce
the potential for successful ransomware
attacks. This includes identifying and
protecting critical data, systems, and devices;
detecting ransomware events as early as
possible (preferably before the ransomware is
deployed); and preparing for responses to and

The threat is significant. According to this study:

recovery from any ransomware events that do
occur. There are many resources available to

34%

65%

34%

Of healthcare
organizations were hit
by ransomware in the
last year

That were hit by
ransomware said the
cybercriminals succeeded
in encrypting their data

Paid the ransom to get
their data back, but only
69% of the encrypted
data was restored after
the ransom was paid

The impact of a ransomware incident on a
healthcare organization can be devastating:
Risks to patient care and wellbeing from a lack
of access to patient information
Hit to organizational reputation and patient
trust
Financial impact of disrupted operations
Staﬀ burnout
Fines for HIPAA violations
Costs to recover from a ransomware incident
Although following NIST-CSF is no guarantee
against ransomware, following NIST-CSF and
achieving higher tiers will help to minimize the
disruption and damage.
NIST has an excellent draft of a Cybersecurity
Framework Profile for Ransomware Risk
Management that provides details on how

assist organizations in these eﬀorts including
NIST-CSF.

NIST-CSF can be applied specifically to combat
the threat of ransomware.
NIST suggests a number of basic preventative
steps an organization can take now to protect
against a ransomware threat. Basic NIST
Ransomware Mitigation Steps include:
Use antivirus software at all times
Keep computers fully patched
Block access to ransomware sites
Allow only authorized apps
Restrict personally owned devices
Use standard user accounts
Avoid using personal apps
Beware of unknown sources
Basic NIST Ransomware recovery Steps
Make an incident recovery plan
Backup and Restore plan tested regularly
Keep your contact lists updated
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Conclusion
The NIST Cyber Security Framework (NIST-CSF)
can help guide healthcare organizations to a
more secure state. It can also help identify
process changes, training, and technologies that
need to be implemented to improve overall
security.
The NIST-CSF is not a simple checklist of security
controls. It is designed to help organizations
accurately and honestly assess their current
security maturity. Once organizations have a firm
grasp of where they are, the framework helps plot
a path to more robust security. When

implemented properly, the NIST-CSFF provides
visibility and insight into systems, infrastructure,
and data on a continual basis.
Implementing the NIST-CSF is not easy. It is easy
to get stuck and lose forward momentum.
Common causes include:
A lack of understanding of the diﬀerence
between the NIST-CSF and the HIPAA Security
Rule
A misalignment (perceived or actual) between
organizational goals and NIST outcomes
Unclear NIST goals

A quote from HHS

The sensitive health information maintained by health care providers and
health plans has become an increasingly attractive target for cyberattacks.
The need for health care organizations to up their game on health data
security has never been greater.
Eﬀective strategies to regain momentum and
increase NIST maturity include:
1

Know where you are. Accurately assess the
organization’s current NIST status and
maturity.

2

Set the right goals. Establish goals for NIST
that align with the organization’s overall
goals and clearly demonstrate how NIST
contributes to them.

3

Gear Up. Get the technology and resources
in place to help execute on NIST (ie:
documentation repository, assessment
platforms, etc)

4

Generate excitement and urgency. Ensure
NIST remains top-of-mind with peers and
organization leaders by making it a
prominent feature in strategic meetings,
executive compensation, and internal
communications.

Each organization’s resources, capabilities, and
needs are diﬀerent. So the time to implement the
NIST-CSF will vary. Many organizations use
time-consuming and inaccurate manual
processes for compliance, such as complicated
spreadsheets and uninspired templates. Simple,
automated, and aﬀordable, software to help with
the NIST-CSF can help remove the administrative
burden of compliance
We all believe it will never happen to us. Don’t let
a breach be the catalyst for implementing
cybersecurity measures. Waiting for a disaster to
occur before making the necessary changes is
common and very dangerous.
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About Intraprise Health

Intraprise Health is an industry leading
“tech-enabled” healthcare cybersecurity and risk
management services provider. One of the
longest tenured HITRUST Assessors in the
industry, our broad range of information security,
privacy and compliance services include:
HITRUST
Certification,
Third-Party
Risk
Management, NIST Cybersecurity Framework
Adoption,
Strategic
Advisory
Services,
Remediation Management, Incident Response
and Business Continuity. We deliver NIST
Cybersecurity Framework Assessments via our
NIST Framework Platform.
Our NIST platform was designed to help
organizations adopt the NIST Framework and
identify and prioritize cybersecurity risks and the
impact of each dollar spent on cybersecurity.
Using the Intraprise Health NIST Assessment

Platform to assess and improve the management
of cybersecurity risks will put organizations in a
better position to identify, protect, detect,
respond to, and recover from an attack.
Intraprise Health’s NIST Assessment Platform can
be used on its own, or with help from Intraprise
Health’s NIST experts who are experienced
cybersecurity specialists. Our Assessors can step
in to help when needed – to review assessments
and provide recommendations on how your
organization can accelerate towards a greater
level of maturity. We can be an extension of your
security team and provide expertise when
needed.
To learn more, visit:

www.intraprisehealth.com/nist
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